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1. Introduction

Generative Al technologies, particularly LLMs, are transforming enterprise systems by
enabling natural language interaction, automation, and decision support. However, their
integration into business processes introduces significant security risks. Unlike traditional
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software systems, LLMs process untrusted user input in a highly dynamic manner, making
them vulnerable to manipulation.

One of the most critical threats is prompt injection, where attackers craft malicious inputs
to override system instructions. Another major concern is data leakage, where sensitive
organizational data is unintentionally exposed through model outputs.

Traditional cybersecurity models are insufficient for protecting GenAl systems due to their
probabilistic nature. Therefore, new security paradigms are required.

2. Literature Review

Recent research highlights increasing concerns regarding Al security:

o Studies show that LLMs are highly susceptible to-prompt injection attacks

« Research indicates that sensitive data can be'extracted through adversarial prompting

« Industry reports emphasize the need for Al governance frameworks

Emerging approaches include: 3

o Alred-teaming

o Prompt filtering

e Secure model deployment '

However, there is still a lack of unified security. architecture tailored for GenAl systems.

3. Methodology

This study adopts a conceptual and analyticalmethodology:

e Analysis of known LLM attack:vectors

o Comparative evaluation of existing security épproaches

o Design of a Zero Trust-based GenAl security framework

Evaluation criteria: [ 9 :

o Attack resistance

o Data protection
System performance

o Scalability /

4. Threat Model in Generative Al Systems

1.Prompt Injection

Attackers manipulate input prompts to override system instructions.
2.Data Leakage

Sensitive data is exposed through model outputs.

3.Model Exploitation

Attackers exploit model behavior to extract internal knowledge.
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4.Indirect Attacks

Malicious content embedded in external data sources.
5. Proposed Zero Trust Architecture for GenAl
The proposed model includes:

1. Input Validation Layer

Filters malicious prompts

Detects injection patterns

N~

. Context Isolation Layer
Separates user input from system 1w‘ugnons / .
Prevents context manipulation

. AI Monitoring Layer
Tracks abnormal outputs
Detects suspicious patterns

. Conceptual Flow:
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7. Results and Discussion

The proposed architecture improves system security by:
e Reducing prompt injection success rates

e Preventing unauthorized data exposure

« Enhancing monitoring and traceability

However, trade-offs include:
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e Increased computational overhead
o Need for continuous model tuning
8. Future Research Directions

Explainable Al security models
Automated prompt defense systems

Al governance frameworks
Integration with blockchain for auditability

9. Conclusion

The integration of Generative Al into enterprise systems introduces both opportunities and
risks. This paper demonstrates that traditional security approaches are insufficient for
protecting LLM-based systems. A Zero Trust-bzis_c‘;d architecture provides a robust solution
for mitigating emerging threats. Future research Sﬁould focus on developing adaptive and
explainable security mechanisms. " i 4
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